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Small-scale Terrorist Attacks Using Biological and 
Chemical Agents: An Assessment Framework and 
Preliminary Comparisons 



Summary 

This report, which will be updated as necessary, presents a means of assessing 
the relative threat from terrorist-use of individual chemical, biological, and toxin 
agents. It focuses on small-scale, targeted chemical and biological attacks, rather 
than mass-casualty attacks. The framework considers the elements of access, public 
health impact, medical treatment, prophylaxis, and dissemination. Other factors that 
may affect potential use by terrorists include the range of lethality, covert 
employment of an agent, and the availability of dual-use technologies. 

The results of this framework may be useful in addressing the threat these agents 
pose, for example by indicating priorities for countermeasure funding. Other uses 
include weighing the potential effectiveness of policy options, assessing threat 
reduction approaches to specific agents, and serving as a resource for developing 
other specialized frameworks. 

Defense against chemical and biological agents is high on the list of the nation’ s 
priorities. No clear consensus exists with respect to which agents pose the greatest 
threat. Previous analyses of the chemical and biological threat have largely revolved 
around historical and comparative treatments or been based in a military framework. 
Examination of the chemical and biological threat to civilians is more complicated. 
Agents whose characteristics make them poor military weapons may still be powerful 
if deployed as weapons of terror. Chemical and biological weapons used in the past 
have not always been chosen for the highest potential fatalities, but rather for other 
reasons. 

Some chemical and biological agents are closely regulated, both domestically 
and internationally. Expansion or further refinement of policies controlling these 
agents may lower the threat posed by terrorist use of them. Domestic policy options 
to reduce the threat posed by these agents include methods to prevent their use, 
consequence management after their use, and methods for protecting the public from 
them. Specific policies to implement these goals include improving the general 
public health system, increasing prophylaxis research, development of new medical 
countermeasures treatments, increasing intelligence gathering, and increasing 
regulation of dual-use technology. International policy options include development 
of new biosecurity agreements and increasing participation in current non- 
proliferation organizations. 

It is impossible to eliminate the risk of chemical or biological terrorism. 
Important issues facing policymakers include balancing the need for increased 
security with the potential economic costs associated with increased regulation and 
redirected federal resources, determining the relative ratio between general and 
specific countermeasures against chemical and biological terrorism, and assessing the 
success of federal efforts at reducing chemical and biological terrorism vulnerability. 
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Assessment Framework and Preliminary 
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Introduction 

Public concern about the nation’ s vulnerability to chemical and biological (C/B) 
terrorism was amplified by the consequences of the anthrax mailings that sickened 
22 people and killed 5 between September and November, 2001. Subsequent C/B 
terrorism events, such as the ricin mailings to the White House in 2003 and to the 
Senate in 2004, have served to highlight the potential for future terrorist attacks using 
C/B agents. C/B weapons, previously considered to be of interest mainly to military 
planners, are now a topic of public and congressional interest. Compared with most 
conventional weapons, C/B weapons are less well understood and have the potential 
to cause mass casualties. Even if used in smaller attacks, C/B weapons have the 
potential to cause mass terror. Potential effects of a C/B terrorist event vary widely, 
depending on the agent used, the effectiveness of its dissemination, the target struck, 
and the public reaction to the event. 

This report addresses the potential terrorist use of C/B agents, including toxins. 
The focus of this report is on small-scale, targeted chemical and biological attacks. 
In this framework, manufacture and dissemination of modest amounts of material, 
able to cause significant casualties in a building, subway station or other enclosed 
space, rather than on a citywide scale, are discussed. This approach attempts to 
analyze the threat posed by various agents if used by small, non-state-sponsored 
terrorist groups that may lack the technology, expertise, or logistical capability to 
mount a large mass-casualty attack. To provide policymakers with background and 
analysis for prioritization of federal resources, this framework summarizes the 
characteristics of each agent into broad categories with a coarse scale, rather than a 
highly differentiated, multidimensional ranking. It is likely that policymakers will 
find more detailed analysis than that presented here helpful when refining policy 
alternatives. 

Reports that discuss chemical and biological agents must be careful not to 
provide terrorist groups with information or opportunities that are not already known 
to them. This report follows the precedent set by other publications in this field by 
not providing detailed information on the C/B agents discussed herein. 1 It does not 



1 Publications in the C/B arena include Richard A. Falkenrath, Robert D. Newman and 
Bradley A. Thayer, America ’s Achilles ' Heel: Nuclear, Biological, and Chemical Terrorism 
and Covert Attack, Cambridge, MA: MIT Press, 1998; Joshua Lederberg, ed.. Biological 
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